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CHAPTER OVERVIEW



	In 1975, MITRE and John Hopkins University Applied Physics Laboratory (APL) conducted studies for DoD concerning weapon systems software management.  They concluded that the major contributing factor to weapon system software problems was a lack of discipline and engineering rigor applied consistently to software acquisition activities.  They also concluded that it is essential to require the development contractor to apply a highly disciplined set of engineering practices to the detailed design and implementation phases of development.  Once your contractor is onboard, you must ensure a disciplined, controlled, engineering process is established and maintained.  The most successful management approach is one that is founded on the principles of continuous process improvement where quality is the goal.  Quality is achievable through a quality process, hands-on management, and by following the guidance provided in this chapter which is based on lessons-learned DoD and industry-wide.

	By making quality the number one priority, all other elements of success fall in line.  This entails championing a process-approach to software development where reassessment of methods, procedures, tools, and products is a common activity.  Quality is defined as the degree of excellence in your product.  Product quality and process quality are, however, interdependent and inextricably linked to one another.  Product excellence cannot be achieved unless a quality process is in place to development it.  This can only achieved through strict adherence to software engineering discipline.

	Statistically sound management techniques transform the software process into an engineering process.  Engineering discipline must be embraced from the total life cycle, total systems perspective.  Separating hardware from software violates the most fundamental principles of systems engineering and can only increase overall program risk.  A systems perspective focuses on producing engineered software that is reliable, maintainable, efficient, timely, and affordable.  This is accomplished by concentration on error prevention (rather than correction) through a defined process, cohesive teamwork and communications, control of procedures, and satisfaction of user needs.

	The biggest development issue (and the phase requiring the largest commitment of resources) is the definition and analysis of user requirements.  This area requires strong, decisive leadership to be successful.  Requirements must be scrubbed to only those that are essential.  Planning for evolutionary, incremental requirement upgrades is the most efficient method for controlling requirements creep.  The VHDL hardware design language simulates hardware requirements (primarily for embedded processors) and reduces the risk of inadequate hardware selection before all software requirements are established. 

	One approach for ensuring successful requirement validation is prototyping, which gives users a touch-and-feel for how the system will perform once built.  Another area requiring your attention is software design, where building quality in is the goal.  The best way to guarantee quality  software is through its architecture.  A quality architecture is one that is flexible, allows for evolutionary change of the system, and based on approved architectural standards.

	Although quality cannot be tested into software, testing is an important quality control activity.  Testing for defects early on is an important process improvement tool.  It enables cost-effective defect resolution, identification, and removal through a self-correcting development process that is stable, modeled, measured, and predictable.  Efficient testing engineers quality into software fast — at reduced cost.

	Technical documentation helps users and maintainers in the operation and support of your product.  Software documentation is a large determinant of product quality.  It is also a major factor in support success.  Be careful not to overload your development effort with unnecessary, costly-to-produce documentation requirements.  Trim the documentation fat where possible, and only produce that which is essential for engineering, configuration management, and PDSS needs.
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WINNING THE BATTLE WITH QUALITY



In 1732, Field Marshall Maurice Comte de Saxe, victor of the Battle of Fontenoy and one of the most innovative soldiers of his day, made a perceptive statement that applies to winning in today’s software arena:



It is not the big armies that win battles; it is the good ones.  [deSAXE32]



Like the good army, it is the good software that wins the software management battle.  How to manage the development of good software is the focus of this chapter.



In Chapter 1, Software Acquisition Overview, you were told that the most common problem cited in major software-intensive acquisitions has been poor management.  Most DoD programs have been managed by cost and schedule — not the �xe "Quality"�quality of deliverables.  When the pressure of meeting schedules and reducing costs intensifies, quality is sacrificed.  To accelerate a late product, the first thing managers do is to cut back on those activities not absolutely essential for product delivery — usually verification and testing.  This always results in diminished product quality.  [GLASS92]



Too often, program managers are not process-oriented and do cultivate a process to control the effort.  As you learned in Chapter 12, Strategic Planning, even with the best process in the world, if you have not planned for sufficient schedule time and money to build quality into your product, your program is doomed.  It follows that to avoid repeating past failures, you must pursue an alternative management style that improves upon the cost/schedule paradigm.  The equation for software success must change from:



Software Product = On Time + Within Cost



Quality must be factored into the equation as the driving factor for all software development management.  The equation for software success must be:



Software Product = Quality + On Time + Within Cost

[GLASS92]



[Refer to Chapter 8, Measurement and Metrics, for a definition of software quality.]



Walt Disney expressed this concept of quality when he said,



I don’t worry whether something is cheap or expensive.  I only worry if it is good.  If it is good enough, the public will pay you back for it.  [DISNEY76]



Requirements definition adequacy, the degree of software engineering discipline applied during design, and the quality of the development process are all important to the production and maintenance of quality software.  Emphasizing that quality must be built-in, rather than tested into the product before delivery, must be a management prerequisite.  Testing can only asymptomatically reduce the risk of latent defects — but cannot eliminate it.  Quality must be built into software requirements and designs by including fault-tolerance and the removal of all failure modes.

�xe  \b "Development"�SOFTWARE DEVELOPMENT PROCESS



The software development process consists of the way by which people, procedures, methods, equipment, and tools are integrated to fulfill user requirements through the production of a high-quality software product.  By �xe "Language, programming:Standardization"�standardizing on a disciplined process and comprehensively defining that process, you will reap the benefits of reduced training requirements, maximized use of available resources, increased productivity, and product predictability.



Statistical management techniques provide the discipline that transforms software development into an engineering process.  They are key to producing quality software products that are reliable, maintainable, efficient, timely, and affordable.  Whichever practices you include in your management process, a total system/total life cycle approach to building quality software is a must.  Examples of the software engineering practices used to build-in quality on the �xe "Space Shuttle"�Space Shuttle [and the chapters where they are discussed] relevant to all major software-intensive systems, include:



•	Quality engineering,

•	A defined software development process,

•	Formal peer inspections [discussed in Chapter 15, Managing Process Improvement],

•	Rigorous configuration management [discussed in Chapter 15, Managing Process Improvement],

•	Continuous process improvement [discussed in Chapter 15, Managing Process Improvement],

•	Statistical process control [discussed in Chapter 15, Managing Process Improvement],

•	Defect causal analysis and prevention process [discussed in Chapter 15, Managing Process Improvement],

•	Automation of software production processes [discussed in Chapter 10, Software Tools], and

•	Quality monitoring metrics and interpretation [discussed in Chapter 8, Measurement and Metrics].  [KELLER93]



�xe "Systems engineering:Systems perspective"�Systems Perspective



The 1991 final report of the Government/Industry Acquisition Process Review Team, Clear Accountability in Design (CAID), identified significant areas for process improvement in major Air Force acquisitions.  These findings are particularly meaningful when employing a systems perspective.  CAID solutions focused on three opportunities for management process improvement applicable to all major software-intensive systems.



•	Design management and review [reviews and audits are discussed in Chapter 15, Managing Process Improvement],

•	Risk management [discussed in Chapter 6, Risk Management], and

•	Effective teamwork with clear roles.



The report found that all areas for process improvement are based on an underlying set of conclusions:  



·	It is the Government’s responsibility to define requirements and industry’s responsibility to design to those requirements; 

·	Strong focus is needed on demonstration milestones with specific entry/exit criteria; 

·	System development is an evolutionary process that requires continuous cost, schedule, and performance tradeoffs, especially in requirements, objectives, design, and testing; 

·	Early and continued emphasis must be placed on effective teamwork between the Government and  industry; 

·	Program teams must focus on sound, upfront risk management using effective abatement techniques and adequate funding; and 

·	A judicious amount of common sense and a willingness to deviate from the norm, when necessary, is essential for quality system development.



�xe "Management:Of design"�Design Management and Review



The CAID team found that new �xe "Requirements, system:Operational"�operational requirements developed by using commands become effectively frozen when transferred to the acquisition command.  While the acquisition command and defense contractors may be involved early on in influencing systems requirements, the program office and industry perceive that operational requirements are fixed and cannot be violated.  Once the system-level specification is placed on contract, the contractor translates requirements into a system design with the Government giving advice at Preliminary Design Reviews (�xe "Preliminary Design Review (PDR)"�PDRs) and Critical Design Reviews (�xe "Critical Design Review (CDR)"�CDRs).  Any changes impacting specifications must be processed through the laborious �xe "Engineering change proposal (ECP)"�Engineering Change Proposal (ECP) process.  Government and contractor cost and schedules are increased by inflexible specification management and government design control at the detailed solution level.  This results in the translation of operational requirements into fixed specifications — negating the possibility for alternative solutions.  The process does not address system development realities where the design is iteratively refined and matured, reflecting technical tradeoffs.



The CAID report’s solution to these DoD-wide acquisition problems was an �xe "Evolutionary:Development"�evolutionary system development process.  Combined government/industry teams must be involved in influencing and recommending the tradeoffs essential to defining �xe "Requirements, software:Minimally acceptable"�minimally acceptable requirements.  These teams must also participate in developing the acquisition strategy at the very beginning of the process.



�xe  \b "Team:Teamwork"�Effective Teamwork with Clear Roles



The CAID report further recommended that DoD program managers be empowered to lead a �xe "Team:Government/industry team"�government/industry team [known as Integrated Product Teams (IPTs) or Integrated Process Teams (IPTs)] effort dedicated to balancing technical risk, time, and money.  Representatives assigned to the team should be given full authority to represent their parent organization to strengthen the authority of the team and improve the timeliness of decisions.  These teams must be formed early, with core team support at Milestone 0 and full-team support at Milestone I and beyond.  There must be a continuity of �xe "People:Key"�key personnel, a commitment to �xe "Concurrent engineering (CE)"�concurrent engineering, and collocation of team members where practical within Government and industry.  The report also recommended that the Government match the contractor’s organization where possible — not the other way around.



The team must establish an evolutionary management process to achieve and maintain a balanced requirements baseline consistent with tradeoff planning.  The team must maintain close and continuous communications and protect against unwarranted direction to contractors through simple and timely memoranda of understanding (MOU).  The Government must have timely access to contractor cost, schedule, and technical performance databases, and use as many meaningful progress milestones as possible.  The team must also establish common goals and mutual motivations to foster frank, constructive dialogue, recognizing that some government/industry goals and incentives are inherently different.  [CAID91]



�xe "Process:Focused approach"�Process-Approach to Quality



An important factor to always remember when following a development methodology is that no technique should be used without a predefined commitment to mold that technique to meet your specific program needs.  Lessons-learned from the Air Force �xe "Nuclear Mission Planning and Production System (NM"�Nuclear Mission Planning and Production System (NMPPS) recommend that software development programs be structured with relatively short intermediate steps that give the user something concrete to see and touch.  This approach fulfills several objectives:  (1) it provides quantifiable evidence of program progress; (2) it permits incremental evaluation of the delivered product; and (3) it contributes to increased commitment to the program.  [KEENE91]  However the process is executed, in whatever sequence, the elements of the process can be defined as follows.  The problems often encountered in these activities are listed as areas for process improvement.



•	�xe "Requirements, software"�Requirements.  The recurring problem with requirements is the tendency to state a solution to the problem — rather than strict definition of the problem.  If a solution or partial solution is specified, the definition becomes a requirement which can prematurely preclude alternative solutions.

•	�xe "Design"�Design.  A recurring problem during design is stopping too soon (leading to an insufficient solution) or not stopping soon enough (leading to an implementation phase overlapping with the design phase) — wasting time and money.

•	�xe  \b "Implementation"�Implementation.  Problems during implementation include misunderstandings of interfaces and processes.  Software applications are made of a myriad of minute details, many of them related and many of them complex systems in their own right.  �xe "Defect"�Defects due to a lack of understanding, design flaws, and carelessness are a very human by-product during �xe "Coding"�coding.

•	�xe "Testing"�Testing.  The major problem with testing is impatience.  Testing is the painstaking process of trying out all requirements, all the structural elements, and as many logic path combinations as cost, schedule, and common sense will allow.  The temptation here is to stop short, declare the software ready, and ship it off to the users.

•	�xe "Maintenance"�Maintenance.  The greatest problem during software maintenance is poorly designed, poorly developed code, and inadequate or nonexistent documentation.  [Maintenance is discussed in Chapter 11, Software Support.]  [GLASS92]



Software Development Plan (SDP)�xe  \b "Software Development Plan (SDP)"�Software Development Plan (SDP)
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The ability to win the software battle depends on the success of the plan.  As Napoleon explained,



Nothing succeeds in war except in consequence of a well-prepared plan.

[NAPOLEON08]



The SDP (usually submitted in draft form with the offeror’s proposal) is the key software document reflecting the overall software development approach.  It includes resources, organization, schedules, risk identification and management, requirements management, supportability, training, open systems and standards compliance, Ada use (or Ada waiver rationale), tools and environments, data rights, metrics, quality assurance, control of nondeliverable computer resources, and identification of COTS, reuse, and GFS the offeror intends to use.  SDP quality and attention to detail is a major source selection evaluation criterion.  [Refer to MIL-STD-498 for suggestions on SDP content and requirements.]



CAUTION!	A poorly written SDP is a warning sign!  If awarded the contract, an offeror with a deficient SDP has a low probability of successfully completing their obligation to the Government!  Be aware also of those offerors who talk a good game.  A well-written SDP must be backed up by a high software maturity assessment [discussed in Chapter 7, Software Development Maturity] in addition to other source selection discriminators.  



An �xe "Development:Evolutionary"��xe "Evolutionary:Development"�evolutionary development approach with �xe "Development:Incremental"�incremental delivery of capability and software prototyping techniques can yield early results and demonstrate the contractor’s competence to develop software components accurately and reliably.  An early “warm-and-fuzzy” about the SDP builds the foundation for the teamwork and disciplined trust vital to life cycle cooperation and success.



Software Development �xe "Development:Recommendations"�Recommendations



The use of modern software development techniques, CASE tools, and metrics are essential for successful software development and support.  You must ensure these are used for all software efforts and provide the guidance and resources for their implementation.  Specifically, you can greatly help your program by doing the following:



•	Program management by committee is ineffective.  A single manager is needed with the rank, background, responsibility, and authority to carry out the program.

•	You must actively pursue a commitment to quality from your industry/government development team.  Quality can be implemented through training and by formally establishing quality objectives within your software requirements specification.  This will increase the importance and visibility of software quality by providing clear, measurable goals.  The cost of quality will be balanced with improved product performance, cost, and schedule.

•	Make sure all stakeholders (users, developers, testers, and maintainers) participate jointly in requirements definition and analysis, and that they are mutually responsible for ensuring requirements are clearly documented, implementable, and testable.

•	Make sure requirements documents clearly define the quantifiable attributes of quality code.

•	Use �xe "Commercial-off-the-shelf (COTS) software"�COTS and reusable components when appropriate.  However, be aware of associated data rights issues that may affect supportability.

•	Mandate maximum use of modern development practices, such as object-oriented analysis and design, during early program phases.

•	Require that contractors use an appropriate set of CASE tools and acquire CASE tools for in-house use in progress tracking.  Ideally, each member of the contractor team, including all subcontractors, will use the same CASE toolset/software engineering environment (SEE).  Where all team members have the same toolset, the opportunity for integration problems is greatly reduced.

•	Encourage evolutionary introduction of standard CASE tools for all subprocesses including development, testing, and maintenance.  However, purchase, train for, and employ only those tools for which corresponding processes have been defined.

•	Allow adequate time to learn and gain experience with both the method employed by the CASE tool and the tool itself.  [Consult STSC tools documents and the I-CASE program office at Gunter AFB for further guidance.]

•	Do not modify COTS.  Use them for their intended purposes in their intended environment.

•	Preplan replacement of COTS items.  Include commercial-item support requirements in your procurements.

•	Put architectural requirements in software specifications.

•	Emphasize early satisfaction of architectural requirements before a large investment in design and coding of applications software.

•	Incentivize contractors to reuse architectural concepts that are proven to be effective.

•	Make sure architecture configuration is controlled throughout the life cycle.

•	Maximize the use of Ada and COTS tools.



�xe "Development:Lessons-learned"�Lessons-Learned from SSC and CSC



•	Understanding the development approach and methodology used by the developer makes it easier for all team members to stay focused on the task, reduces rework, and eliminates confusion over changes in the process.  The development methodology should be documented in the SDP and refined throughout the development life cycle based on lessons-learned.

•	A standardized representation of the problem domain (through the use of a graphical OOA tool) helps functional users and systems analysts obtain a common understanding of the system’s functionality and requirements.

•	Several steps must be taken prior to a site visit to define user requirements:  (1) form small 2-3 person teams; (2) obtain and review organizational charts and background material for the site to be visited; (3) review problem domain policies and regulations; (4) identify site POCs and phone numbers; and (5) establish the objectives and parameters for the visit.

•	Coordinate the requirements definition visit with the OPR, and if that person must do the interview scheduling, emphasize the necessity for at least an hour break between each interview.

•	Appoint a team coordinator for each requirements definition visit.  The coordinator’s responsibilities should include:  appointment verification; team assignments to meet schedule changes; conducting after-hour reviews and recaps of the day’s activities with other team members; maintaining focus on the visit’s objectives; and ensuring gray areas are resolved before the team leaves the site.

•	During systems requirements review, place more emphasis on reviewing the systems requirements and interfaces, than on program methodology and metrics.

•	On requirements definition trips, it is helpful to talk to groups that interface with the domain being modernized to clarify or uncover requirements.  Include supported functions or agency interviews as part of the requirements definition process.

•	The systems analyst must work closely with the users and other members of the requirements analysis team.  During systems analysis, functional users should be allowed to pursue breadth and depth of analysis as ideas occur to them.  In addition to facilitating the flow of ideas, the analyst must ensure the analysis continues in a timely manner.  Analysis must not get bogged down in details which can best be addressed in a subsequent development phase.

•	Rewrite the SSR section of the SDP and add the requirement to present information on the scope and methods used during requirements definition.

•	Using a generic term before applying technical solutions can cause confusion and miscommunications.  POSIX should not be referred to as a single standard when it actually represents a family of standards.  The definition for POSIX compliance is:  (1) an application is compliant if all of the services it uses are part of the approved platform/set of standard services; (2) a platform is compliant if it supplies all the services required by a standard; and (3) in the event of an overlap, the application must choose between services.  (Ada LRM services are preferred.)

•	The function point count of an OOA model can inflate inherited attributes and services; therefore, the counting methodology should be refined to give a clearer representation of the functionality of object-oriented systems.

•	As an OOA model grows in size and complexity, a configuration management function should be added to the analysis model.  Because a minor change made in an object can cause catastrophic changes in the model, all but one team member should have read-only permissions with its use.  If changes to the drawing or underlying documentation are needed, the files can be released (write permissions temporarily granted) while changes are made.

•	Because problem domain issues come up during team reviews, functional user participation on review teams provides quick and efficient closure to these issues.

•	Training on the reusable software architecture is required for the entire design team.

•	Select a modeling methodology that provides a clear, single representation of the system as it evolves throughout the development process.  Multiple model representations create confusion and increase risk.

•	To eliminate confusion on where to obtain edits for a data element (the SRS or the data dictionary), metadata should be captured in a single repository.  A data dictionary team (comprised of analysts, data dictionary experts, and dictionary users) should be established to coordinate all data dictionary efforts.

•	Changes to the design model and documentation impact on the generation of the SRS; therefore, a technical review team should review the documentation produced by the model prior to porting the documentation for formal delivery.

•	Unfamiliarity with data dictionary naming conventions unfavorably impacts SRS generation and the approval of data elements.  

•	Lack of designers during the requirements analysis phase produces gaps between the analysis and design; therefore, designers should be included on the requirements analysis team.

•	A prototype should be built along with the requirements analysis model so that prototypers can ask the analysts what each software function should perform and whether or not the placement of functions is accurate.

•	Ensure tailoring of the DID used to generate the SRS is finalized before work on the requirements analysis model begins.

•	Maintaining and posting requirements analysis changes reduces unnecessary prototyping of obsolete class-and-objects and avoids confusion as to what has been prototyped and what has not.

•	The screen design group should consist of a team leader, a scribe, and technical representatives from the task (less than 7 members is recommended).  A flexible screen design that reflects user input makes transition to the final screens easier.

•	To increase prototyping efficiency, prototyping should start as the requirements analysis model is being built.  Objects should be coded as they are created, so that functions (services) can be attacked early.  To reduce the risk of prototyping objects and services that may change, the systems analysts must provide estimates of stability.  Prototypers should only implement the most stable objects first.

•	Prototypers must be involved in reviewing software requirements, as they bring needed expertise.  Traditionally, this has not been the case.  If prototypers still have work remaining when the requirements review occurs, they should suspend that work, because the final requirements will impact whatever prototyping occurs.

•	A clear representation of the problem domain is essential for the understanding of and communication about the system.  The notations in the Coad-Yourdon methodology graphically represent generalization specialization structures and the attributes required in each part of the structure.  [COAD90]  [The Booch notation is very fuzzy on atomic level versus non-atomic level classes.]  A single consistent representation is needed across all phases of the life cycle (i.e., a single model).

•	Screen design rules development is time-intensive.  It takes time to role play the functionality of each screen.  Use information captured prior to screen design to speed up the process.  Rules for functionality should be added to the design folders and used during screen design.

•	Alternate screen design layouts, based on human engineering considerations, should be introduced early in the design process and presented to the users for their consideration.

•	The Government Technical Review stands alone as it precedes all major reviews.  This repeatable process should be included in the SDP.

•	A “Phase Kick-off” meeting should be held prior to each phase of development.  This ensures that team members understand the major activities and deliverables associated with the current phase.  The meeting should address the near-term schedule, planned activities, and deliverables.  Representatives from recently completed (or still in process) task(s) should be invited to share their lessons-learned.

•	Internal Review (IR) screen design meetings should not devote time to designing or redesigning screens.  The package should be reviewed by the assigned reviewers and their objections and comments presented and discussed.  The screen design team submitting the screen package should conduct a pre-IR to review the package and incorporate objections or comments from within the team.  This ensures the package submitted to the reviewers has been informally pre-reviewed and accepted by the team — reducing the actual time necessary for the IR meeting.

•	The IDEF0 model is difficult to maintain given the evolutionary nature of the software development process.  Updating the IDEF0 model is often neglected and process improvement becomes based on process analysis charts.  The purchase of additional copies of the tool, Design/IDEF, helps to distribute this maintenance load.

•	A set of standards should be adopted before a screen is baselined.

•	The lack of coding guidelines can cause considerable revision of software considered complete.  Therefore, use a set of checklists for software coding style and content using the Ada Quality and Style Guide from the Software Productivity Consortium.

•	Formal guidance must be documented and guidelines in place prior to implementing data standardization. 

•	Ensure the data standardization team consists of people with appropriate levels of technical, functional, and corporate knowledge.

•	Document and inform all data standardization team members on generic element naming guidelines to ensure modifiers are used.

•	Define the process for submitting data elements in the SDP.  The timing should be no later than the point at which the task’s subject areas have been reasonably stabilized.

•	Ada training needs to be thorough with a hands-on approach to using the analysis model produced by the Software Architecture Group.

•	A detailed document on what is needed and available in the way of hardware/software resources should be made at the onset of each new task to mitigate potential risks in meeting deadlines.

•	Use the documentation capabilities of the Ada design model.  Add documentation to the description of the top-level architecture.

•	Consider the look, feel, and design of all the other architecture components when designing a new component.  Move on with design and Ada specifications before implementing Ada bodies.

•	The amount of time given to design must be enough to fully mitigate potential risks.  For example, changes to the design that are implemented after portions of the design have been coded require significant time and effort better spent in upfront design.  Therefore, it is recommended that the design on the �xe "Object-oriented:Design (OOD)"�OOD model (architectural design) be complete across all components of the top-level architecture before coding.  Detailed design should then proceed incrementally to mitigate risk.



NOTE:	See Chapter 5, Ada The Enabling Technology, for a description of the programs upon which these lessons-learned are based.  See also Volume 2, Appendix O, Additional Volume 1 Addenda, Chapter 14, Addendum C, “On-Board Software for the Boeing 777.”

�xe  \b "Requirements, software"�Software Requirements



Paul Paulson, president of Doyle, Dane and Bernbach, a large New York brokerage firm, was quoted in the New York Times as saying,



You can learn a lot from the client.  Some 70%  doesn’t matter, but that 30% will kill you.  [PAULSON79]



You must approach the requirements task with strong leadership that emphasizes risk reduction through �xe "Evolutionary:Development"�evolutionary development [discussed in Chapter 3, System Life Cycle and Methodologies] and �xe "Prototyping"�prototyping to ensure quality issues are translated into functional requirements.  The software system must, in addition, be analyzed within its environmental framework.  This analysis may be performed in accordance with one, or several, �xe "Structured analysis"��xe "Development:Strategies:structured analysis"�structured analysis techniques (such as �xe "Decomposition:Functional"�functional decomposition, hierarchy diagrams, object-oriented analysis, data flow analysis, or state transition charts).  Methods include:  �xe "Object-oriented:Development (OOD)"�object-oriented (data-oriented) [COAD90], �xe "Development:Strategies:process-oriented"��xe "Process:Oriented-development"�process-oriented (functional or structured analysis) [YOURDON90], and �xe "Development:Strategies:Behavior-oriented"��xe "Behavior-oriented development"�behavior-oriented (temporal, state-oriented, or dynamic; e.g., essential systems analysis) [McMENAMIN84].  Each of these techniques view the system being developed from a different perspective.



The approach selected by the development team depends on the type of software system being defined, and the approach that most clearly states the problem.  Further analysis involving user scenarios, transaction modeling, performance modeling, and consistency checking among viewpoints must also be performed.  This ensures overall requirements consistency.  Requirements so derived must then be validated with the users prior to development to guarantee that the system can, and will in fact, be built.  �xe "Requirements, software:Validation"�Validation approaches include performance modeling and prototyping of those software components deemed critical to software success.  Another good litmus test for the validity of a requirements package, used on the �xe "F-22 Advanced Tactical Fighter"�F-22 Program, is to check whether designers from two different development team organizations have identical understanding of a set of bottom-level elements in the requirements hierarchy.  If not, your team process is flawed, and the chances the pieces produced by various team members will integrate smoothly is close to zero.



Requirements must be clearly documented and implementable.  They must also be well-stated so they are easily understood by the designer and programmer.  One measure of clarity is that requirements must be �xe "Testing"�testable.  If requirements are satisfied, you should be able to quantitatively test them.  Classic examples of untestable requirements are those that state the system must be “user friendly” and provide “rapid response.”  Such requirements are meaningless to the designer, and are a potential source of endless arguments when the software is delivered.



A description of requirements tests (or measures) must be included in the specification.  �xe "Testing:Of requirements"�Testing must demonstrate that, if successfully completed, the delivered software will satisfy the requirement.  The need for testable requirements demands that testing issues are addressed early in the program.  Software test personnel (in addition to the developers, users, and maintainers) must take an active role in the requirements definition, analysis, and software design phases.  The formal assessment of �xe "Quality:Objectives"�quality objectives should be an integral part of this effort.  Unless a user need is correctly and completely stated, it is unlikely that either quality code will be written or a test can be performed to determine if the software satisfies the need and quality requirements [e.g., quality attributes such as those listed in Chapter 8, Measurement and Metrics, Table 8-4.]



Many techniques have been developed to assist in specifying and documenting requirements, such as �xe "Integrated Computer-Aided Manufacturing Definition"�IDEF and �xe "Tools:Computer-aided software engineering (CASE)"�CASE tools [discussed in Chapter 10, Software Tools].  Whatever the tools or methods used, the analysis should include a basic series of requirements activities.



•	If requirements are uncertain, build a prototype or model the information domain,

•	Create a behavioral model that defines the process and control specializations,

•	Define performance, constraints, and validation criteria,

•	The SRS must be written or depicted, and

•	Conduct regular formal technical reviews.  [PRESSMAN93]



Figure 14-1 illustrates the requirements definition and analysis process performed for the F-22.  A joint relationship among all stakeholders must continue throughout development.  Eventually, this effort will result in documentation or data that directly cross-references test cases to requirements and code.  At the same time, developers and testers should independently plan, design, develop, inspect, execute, and analyze software test results.
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NOTE:	See Addendum B of this chapter, “If Architects Had to Work Like Programmers.”



��xe "Software Requirements Specification (SRS)"�Software Requirements Specification (SRS)



The successful completion of the requirements phase results in a Software Requirements Specification (SRS).  Common sense must be used when writing these specifications so that they are realistic, achievable, and not just bells-and-whistles.  It must be kept simple and short.  �xe "Quality:Attributes"�Quality attributes [discussed in Chapter 8, Measurement and Metrics] should be defined such that the designer knows how to go about achieving them, and the user knows whether they have been achieved when the software is delivered.  [GLASS92]  Remember, quality must be testable and measurable.  To achieve this, there must be an open, honest, and cooperative free exchange of information between the Government and the developer (contractor) as reflected in the SRS.



The specification process is one of �xe "Representation"�representation.  Requirements must be represented in such a way as to facilitate their successful implementation into software.  The characteristics of a good specification are:



•	Functionality is separated from the implementation.  Specifications must be expressed entirely in the “what” form, rather than the “how.”

•	The specification language must be process-oriented — the process to be automated and the environment in which it is to function and interact must be defined.

•	The specification must describe the software within the context of the entire system.

•	The specification must be an empirical representation, rather than a design or implementation representation, of the system.

•	A specification must be comprehensive and formal enough to determine if the implementation fulfills randomly selected test case requirements.

•	The specification must be flexible, enhanceable, and never totally complete.

•	The specification must be localized, loosely coupled, and dynamic.  [PRESSMAN92]



Dobbins claims that as long as developers insist on writing software requirements in prose form, requirements will continue to be the source of expensive software defects.  He recommends the acquisition and use of one or more of the emerging specification generation techniques, many of which require the use of CASE tools.  The tools selected should be based on ease-of-use and the ability to perform comprehensive real-time analysis and evaluation of the requirements package as it is being developed.  [DOBBINS92]



�xe  \b "Interface:Interface Requirements Specification (IRS)"��xe "Interface"�Interface Requirements Specification (IRS)



Never lose sight of the fact that hardware and software development are intimately related.  Although they are developed in unison, for major programs, software is always on the system’s �xe "Critical path"�critical path.  Early consideration of how the software is to interface with the system and other software is necessary to achieve the benefits of cohesive, �xe "Interoperability"�interoperable systems.  Proper �xe "Integration"�integration of hardware and software can be assured through carefully identified �xe "Interface:Requirements"�interface requirements and prudently planned reviews, audits, and peer inspections [discussed in Chapter 15, Managing Process Improvement].  Such systems provide improved accuracy, currency, and quality.  Early identification of integration and interface requirements also prevents �xe "Redundancy"�redundancy.



Software interface requirements are documented in the IRS.  In complex system developments, with multiple developers, each contractor must have a baselined IRS to ensure interface discipline.  There must also be a requirement that each contractor’s software system interface with other designated systems.  Otherwise, each contractor can change their interface at will, affecting other contractors’ efforts.  Not baselining �xe "Interface:Interface Control Document (IRD)"�Interface Control Documents (ICDs) also gives contractors a mechanism to shift the schedule continuously.  While ICD changes can lead to additional expense, uncontrolled change is even more dangerous.  A more acceptable method is to develop to a given version of an ICD while still having the contractor maintain and update that ICD.  The contractor then assumes the responsibility of maintaining current ICDs and of meeting the requirement.  Program milestones should be used to determine which ICD is being used to develop any given phase of the system.



NOTE:	Refer to Requirements Determination Process by EDS.  See Volume 2, Appendix E for information on how to obtain a copy.



�xe "Management:Of requirements"��xe "Requirements, software:Management of"�Requirements Management



Management of technical requirements is the most important, and often overlooked, software management issue.  Ideally, requirements are fully identified before the SOW is written.  In practice, this is almost never the case.  In large, complex software-intensive systems, requirements continually evolve throughout the system’s life.  Therefore, they must constantly be managed because they significantly impact total system development cost and schedule.  Requirements creep often occurs on long procurements.  The users have time to see the possibility of all the features they can have, or want changes to their original vision of the product.  The operational environment changes or technology advances.  The software contractor may want to accommodate the user, but through requirements creep, loses control of the product.  If your contractor is unable to do so, it is your job to step in, hold the line on requirements, and take control of a situation that can run up cost and schedule at lightning speed.  Failure to draw a line in the sand on user requirements can be downright fatal for your program.  �xe "Requirements, software:Freezing of"�Freezing requirements through firm baselines is essential.  It does not, however, make it impossible for the user to make changes.  Evolutionary/�xe "Requirements, software:Incremental build-up of"�incremental buildup of functionality is possible if it is planned and budgeted to occur at �xe "Milestone:Decision"�milestone decision points where requirements are re-baselined.  �xe "Configuration management (CM):Version control"��xe "Version control"�Version control and tracking, including updating documentation, are other essential parts of the requirements configuration management task [discussed in Chapter 15, Managing Process Improvement].  Figure 14-2 [not available in this format] illustrates how F-22 requirements were baselined with planned incremental buildups of functionality.



Your contractor’s SDP should address their understanding of the requirements �xe "Requirements, software:Stability"�stability issue, how well they will manage the requirements �xe "Requirements, software:Change process"�change process and �xe "Requirements, software:Evolutionary"��xe "Evolutionary:Requirements"�evolutionary requirements.  [MARCINIAK90]  Your contractor’s management of requirements must stress a commitment to an iterative process that utilizes structured requirements methods and appropriate tracking and analysis tools.  �xe "Requirements, software:Traceability/tracking"�Traceability from original, identified needs to their derived requirements, designs, and implementations must be assured.  This process must also identify major stakeholders (or viewpoints) of the system.  You must ensure that individual stakeholder needs are consistently collected, analyzed, and documented.  A formalized process must also be used to enfranchise stakeholders through requirements teamwork.  A two-way requirements traceability matrix should be used to ensure completeness and consistency of requirements among all levels of development (from top-level down to code-level).  [SHUMATE92]  [For help in choosing automated tools for requirements analysis and control refer to the STSC’s Requirements Analysis and Design Tools Report, March 1994.]  A �xe "Team:Software requirements team"�requirements team includes multiple working groups, such as:



•	An �xe "Operational Requirements Document (ORD)"��xe "Team:Operational Requirements Document support team"�Operational Requirements Document Support Team,

•	A Program Requirements Team, and

•	An �xe "Operational Requirements Document (ORD):Operational Requirements Working Group"��xe "Team:Operational requirements working group"�Operational Requirements Working Group.  [SPAT92]



�xe "Prototyping"�Prototyping



Prototyping, along with a structured analysis process and performance modeling, is an effective means to evolve and clarify user expectations.  They can be used to resolve conflicts among cost, schedule, performance, and supportability; to ensure users and developers have the same understanding; and to �xe "Requirements, software:Validation"�validate requirements.  Prototypes provides a better way for resolving the statement, “I’ll know it when I see it,” than documenting requirements in English, with all its ambiguities.  [KINDL92]  Prototypes, which include the results from rapid prototyping techniques, executable models, and quantitative descriptions of behavior (such as structured prototyping languages or graphical representations), are powerful tools for deriving correct hardware/software partitioning, for performance testing, and for eliminating significant sources of risk.  Remember, prototypes must be useful, not just demonstrations or models of the system.  



Prototyping involves the early development and exercise of critical software components (e.g., user interfaces, network operating systems, resource managers, and key algorithm processors).  They are comprised of the user interface, its interaction details with the proposed system, and executable functional models of critical algorithms.  They are different from demonstration systems [discussed in Chapter 12, Strategic Planning] which provide usable evolutionary increments.  Normally, in MIS and C3 systems, prototypes demonstrate screens and limited functions — not actual software that works!



One method for developing a prototype to is build it from �xe "Reuse:Prototyping with"�reusable components.  Because the components already exist, a prototype built from reusable parts is the easiest, cheapest, and quickest to build.  It can provide rapid functionality since it is built from previously coded and tested components.  Another way to build a working prototype is through a tool such as �xe "Tools:Design tools:Universal Network Architecture Services (UNAS)"�UNAS [discussed in Chapter 10, Software Tools] which can generate a demonstrable level of functionality in Ada code.  An ability to plug-in, plug-out �xe "Commercial-off-the-shelf (COTS) software"�COTS products can also greatly speed up the prototyping process.  The least desirable prototyping approach is one which uses �xe "Language, programming:Higher order (HOL)"�HOLs and/or rapid prototyping tools that only build a quick-and-dirty skeleton of the system.  While the external facade (e.g., front-end screens with no code behind them) may give the user a touch-and-feel for what the final system will be like, there is nothing behind that front-end prototype (i.e., no functionality that the user can execute to determine if it will do something useful).

[YOURDON92]



You must make sure your contractor’s SDP addresses coordinating prototype development with the system end-�xe "User"�user to ensure a realistic requirements validation process occurs.  As a minimum, the user must review and approve all prototypes of critical components.  Reiteration of this process is often  necessary to include additional requirements analysis, specification, and validation if the prototyping exercise falls short of user expectations.  The approval of the prototype(s) constitutes a �xe "Requirements, system:Baseline"��xe "Baseline:System requirements"�baseline for system requirements to be incorporated in the �xe "Software Requirements Specification (SRS)"�SRS.



Prototyping �xe "Prototyping:Benefits"�Benefits



Major prototyping benefits include: clearer understanding of requirements, particularly if a user-interface prototype is demonstrated; quicker identification of design options and how they may be implemented into code; and resolution of high-risk technical issues in areas where the system may be pushing software state-of-the-art.  Prototyping also has a high impact on a certain class of defects and can be used as an effective �xe "Defect:Prevention"�defect prevention technique.  Although with large, complex software developments it is usually not possible to derive all the functional requirements upfront, there is evidence that software developments using prototyping tend to reach functional stability quicker than those that do not.  With prototyping, on the average, only 10% or less functions are added after the requirements phase; whereas, without prototyping 30% or more functions are added after requirements analysis.  This leads to unanticipated and unfunded cost and schedule overruns.  Also, defect correction costs associated with these late, rushed functions, exacerbates the problem, as they are more than twice as high as those made in earlier phases of development.  [JONES91]



A �xe "Prototyping:Pre-contract award"�pre-award prototype can be used to determine the offeror’s understanding of the requirement, which in turn helps the offeror project a more realistic estimate of system development cost and schedule.  While prototyping involves time and resources, experience shows that the lead time to a fully operational system is generally less when prototyping is used.  The prototype allows users and designers to know what is wanted, and having already built a simplified version, the fully-developed system is less expensive and time-consuming.  The final product is also more likely to perform as desired with fewer surprises when delivered.  



�xe "Prototyping:Cautions about"�Cautions About Prototypes



Do not mistake a prototype for more than what it is — a shortcut for demonstrating software functions/capabilities and for eliciting user buy-in.  Quality control and assurance (testing) and supportability issues (e.g., technical documentation) are seldom addressed, as these activities negate the benefits of the prototype.  Deming talked about the “burn-and-scrape” method of quality control for toast, comparing it to getting it right the first time.  [DEMING82]  The requirements for toast are certainly easier to understand than the requirements for most software systems, so some scraping is understandable.  However, uncontrolled prototyping can result in an endless, unproductive sequence of burn-and-scrape developments.  Remember, prototypes are a quick-and-dirty way to evaluate whether the proposed design meets user needs and are generally produced with throwaway code.  They are also not developed with supportability, readability, and usability in mind, and bypass normal configuration management, interface controls, technical documentation, and supportability requirements.  Therefore, you must refrain from expanding a prototype without baselines, interfaces, capacity studies, and thorough documentation.

[KINDL92]



NOTE:	Refrain from forcing coding standards on prototype development as they can adversely impact the benefits of prototypes.



Another caution about prototypes is they must be well-planned and designed to address significant sources of risks you have thoroughly identified and documented in your �xe "Risk:Risk Management Plan (RMP)"�Risk Management Plan.  You must make sure every effort has been made to understand the requirements before building any prototype, and then ensure that the prototyping effort is converging on a requirement(s) validation.  To benefit from the prototyping exercise, require that each prototyping effort concludes with the delivery of a written report stating what was done, the results, their implications, and the degree to which the prototype met stated objectives.

[HUMPHREY90]



When using prototype demonstrations during source selection, the requirement for a development maturity Level 3 or higher [discussed in Chapter 7, Software Development Maturity] must be a prerequisite.  If supportability (or reliability, portability, interoperability, etc.) are high risk drivers, these capabilities can be included in your functional description of offerors’ prototype demonstrations.  However be aware, without a sound software engineering process to back it up, source selection prototype demonstrations can be deceptive with false-positive results.  An example is the overhaul of Air Force Logistics Command’s enormous materiel requirements planning system (a database of approximately 390 gigabytes containing an inventory of one million weapons part items worth $28 billion).  



The award of the $210 million contract in 1984 required that each competing firm deliver a working prototype of the proposed system.  Although the compute-off proved to be a useful method, it illustrates the need to consider the other source selection variables discussed throughout these Guidelines rather than relying on any one discriminator.  Although the company with the best prototype won the contract award, the tactics used to win the 100-yard dash demonstration did not work well in the actual contract performance marathon.  Once awarded the contract, the winning company continued to use the same quick-and-dirty methods for large-scale production that they used for the prototype demonstration.  Thus, they had trouble delivering software with acceptable defect rates and in producing quality documentation.  [There was a happy ending to this example, as the company in question was able to turn deliveries around through process improvement and a commitment to sound software engineering principles.]  [ANTHES90]

�xe "Requirements, hardware"�Hardware Requirements



A major concern during software development is how to get the most advanced computer hardware technology available.  The goal is to get the most crunch (computer power) -for-the-buck.  The question to be answered is how to have the most efficient, advanced equipment possible throughout the system life cycle.  Because computer hardware improves at an exponential rate, and user requirements grow and change with technology’s leading edge, hardware technology is a major source of change over the system’s life.  Computer hardware requirements definition (e.g., digital systems, digital line replacement units/modules, digital circuit cards, complex digital components) is often a considerable management challenge.  The translation of hardware requirements through the design specification down to gate-level schematics requires that designers work across a wide range of �xe "Abstraction"�abstraction.  The rush to lock into hardware designs before completing essential tradeoffs is often a source of substantial program risk.



VHSIC/ VHDL



The DoD �xe "Tools:Simulation tools, hardware:Very High Speed Integrated Circuit (VHSIC) Hardwar"��xe "Very High Speed Integrated Circuit (VHSIC) Hardwar"�Very High Speed Integrated Circuit (VHSIC) Hardware Description Language (VHDL), �xe "American National Standards Institute (ANSI):ANSI/IEEE1076"�ANSI/IEEE 1076 (used with commercially available design, analysis, synthesis, and accelerator tools) provides the capability to simulate the hardware design before it is built.  The use of �xe "Simulation, hardware"�hardware simulation as part of a disciplined engineering process (particularly for embedded weapon systems computers) can greatly reduce risk and the costs associated with front-end design and analysis of digital systems.  VHDL allows simulation and debugging of the hardware design, and definition of inputs/outputs and interfaces before a commitment is made to logic gates.  These tools give designers the ability to employ systems engineering tradeoffs, design simulation, and design iteration, as well as to make design changes and to examine architectural alternatives prior to hardware selection.



Hardware �xe "Hardware:Selection"�Selection



Ideally, computer hardware selection should be delayed until completing sufficient requirements analysis to predict the processing power and throughput necessary for successful execution of the planned software.  Delaying hardware selection might be feasible if contract support is provided through a systems integrator on a cost-reimbursable basis, and flexibility is allowed in timing and selection.  More importantly, selecting computer hardware late in the software development process encourages the development of portable software that can be easily migrated among different hardware platforms.



In reality, the recommended hardware is often not only part of the winning contractor’s proposal, but an integral part of their cost estimate.  If you receive a proposal keyed to a specific hardware set, this can be considered a weak proposal.  Studies have shown that in major software-intensive systems acquisitions (e.g., weapons systems and C3I systems) the cost of developing software can be as much as 80% of the cost of the hardware and software combined.  If an offeror bases their cost estimates on a specific hardware set, they probably do not have a very good understanding of the proposed system.



NOTE:	Modifying a system performance requirement is not necessarily a bad thing or a sign of failure.  Lessons-learned show that it is often not worth paying 30% more to get the last 5% of originally-specified performance.  In software terms, it may be frivolous to spend another million dollars on hardware to reduce terminal response time from 2.1 seconds to the specified 2.0 seconds.



Too often hardware acquisition is conducted separately from the software development process.  In this case, the software effort cannot be delayed and completed out of context from its eventual operating environment.  Hardware selection must proceed in concert with the software effort which must be completed within hardware environmental constraints (e.g., centralized versus distributed environment, specific database management system, compilers, etc.).



NOTE:	In recent years, lessons-learned have shown that hardware is procured too early.  Hardware sits around and waits for the software to be developed, and is effectively obsolete when finally implemented.  Another common occurrence is that hardware is often budgeted too early.  If hardware is not purchased within the fiscal period for which it was budgeted, the funds are removed from the program.



Factors to consider in hardware selection are �xe "Requirements, hardware:Quantitative performance requirement (QPR)"�quantitative performance requirements (QPRs) [e.g., “throughput,” discussed in Chapter 8, Measurement and Metrics], especially if C3 requirements are being defined.  To properly determine/simulate loading for a QPR measurement, an assessment of how the proposed software/hardware will perform together is essential.  �xe "Operating system"�Operating system upgrades (projected by COTS hardware vendors) must also be considered as they affect future system growth needs.  There are three principles to follow in the initial stages of computer hardware selection (which also apply to software architecture design):



•	Follow standards, either de facto or specifically defined,

•	Follow an open systems architecture, and

•	Plan for evolutionary change over the software life cycle.



In integrated airborne avionics environments, severe physical and connectivity constraints may exist.  Nevertheless, every effort must be made to use �xe "Standards:Hardware configuration"�standard computer hardware configurations with well-understood performance characteristics.  Although not similarly affected by physical constraints, some intelligence systems, C2 systems, and MISs must operate with large existing suites of hardware and software.  The technical and cost benefits/penalties of compatibility with these pre-existing systems must be assessed.  Even when analysis indicates continuing a sole source, proprietary environment is cost-effective, DoD’s preference is an �xe "Open systems:Architecture"�open systems architecture [discussed in Chapter 2, DoD Software Acquisition Environment].  

�CAUTION!	“Every vendor with an open mouth claims to have an open system.”  [THOMPSON91]  Unless vendors follow industry/government-approved standards [discussed in Chapter 5, Ada:  The Enabling Technology, and Chapter 2, DoD Software Acquisition Environment], the system is not truly open.  On the other hand, the considerable time it takes to develop and validate industry standards often leads vendors to use de facto standards.  THE POINT IS TO SELECT SYSTEMS THAT ARE “COMPATIBLE” AND “INTERCHANGEABLE” WITH PRODUCTS FROM A WIDE VARIETY OF VENDORS!

�xe  \b "Design"��xe "Quality:Design"�Design
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